X

TRX Krzysztof Krynski

CTI integration
TRX call recorders

with KENWOOD NEXEDGE
Radio Systems

Version 1.0 November 2013
© Copyright TRX

TRX

ul. Garibaldiego 4
04-078 Warsaw
POLAND

Phone +48 22 871 33 33
Fax +48 22 871 57 30
www.trx.com.pl



CTI integration TRX call recorders with Kenwood NXDN
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Chapter 1: Description

1: Description

This document provides information about CTI (Computer Telephony Inte-
gration) integration TRX KSRC call recorders with Kenwood NEXEDGE radio
systems.

1.1 Kenwood NEXEDGE

Kenwood NEXEDGE is advanced digital radio technology that supports both
FM analog and new digital fleets. System type conversion or expansion only re-
quires software options and/or additional base station units, i.e., no “major” up-
grading.

1.2 TRX KSRC

KSRC series call recorders are professional stand-alone devices adapted for
continuously (24 hours a day) operating. It has been designed for recording calls
from a variety of phone lines, two-way radios and other devices.

By using CTI integration TRX recorders are able to exchange call related infor-
mation with the systems being recorded.

The same TRX solutions can simultaneously record analog, ISDN, digital,
and VolIP telephones conventionally.

1.3 Description of the integration

In case of recording two-way radios calls in traditional way, the audio stream
(as analogue signal) is retrieved directly from recorded radiotelephones. The ac-
cessory connectors or accumulated (by means of summing interfaces) microphone
and speaker signal are usually used for this purpose.
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CTI integration TRX call recorders with Kenwood NXDN

CTI integration TRX recorders with Kenwood NEXEDGE radio systems al-
lows for recording audio as digital stream supplied by NXR-700/800 repeaters via
IP network environment.

The solution with CTI integration has ability to record the following kind of con-
nections:

- group and individual

- inner-site and inter-sites

- unencrypted and with scramble encryption

The call recording process is supervised by Kenwood NEXEDGE systems
(NXR-700/800 repeaters). A set of rules stored in recorder configuration (virtual
channels) definitively determines whether the call will be saved on hard disk or
not.
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Call recording features:
- audio capture method: recording of IP-audio and metadata feeds from
repeaters
- audio format supported: NXDN-standard AMBE+2 Vocoder
- metadata captured: Radio ID and Called ID or Group ID
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Chapter 2: Handling of TRX KSRC call recorder

2: Handling of TRX KSRC call recorder

2.1 Virtual channels configuration

Virtual channels have been created to gain a better access control to the rec-
orded calls. It allows the user to control access to the recordings on different lev-
els (incoming/outgoing calls phone numbers, and so on).

Virtual channels are based on existing physical channels and the defined rules.
Each recording rule for the specific virtual channel consists of a few parameters.
The first parameter distinguishes, if the rule is call recording permission or a pro-
hibition. Other recording parameters defining the rules are:

number (or pattern for numbers) Who (the party initiating the call),

number (or pattern for numbers) Whom to (party receiving a call),

direction of the connection (All, Incoming, Outgoing),

comment (description field, may contain information describing the rule).

A radiotelephone call will be recorded if exists at least one permission rule,
and doesn't exist any prohibition rule for this call. The deny rules have high-
er priority over the accept rules. This means that, if call meets any deny rule
it will not be recorded, even if it meets a few accept rules.

% Konsola 2 (Version: 2746.1025) - [Recorder configuration (tom - 172.16.0.72:7776)] (=3 EcE ==
“§ Console View Help _ =] =
B (@ Logout | ¢ Taskbar | &4 Therecordings archive = List of available recorders =

> = . — m— - = =
< 9 |9)aw &F " P HO
Recorder Physical | Virtual | Users ACL Configuration VelP CTl Beards Encryption
@, Virtual channels

_____ pt 211 (Comment: 'Kenwood NEXEDEE - all calls’

% Deny 211 (Humbers: ' B 27"; Comment: 'Kenwood NEXEDGE - without calls to 2x")

IP address: 172.16.0.72 User: admin

Version: 27.46.1025 Account: Administrator pregramu Konsola 2 NUM

A detailed description of the virtual channels settings is included in the User's
Guide - Konsola 2 available at www.trx.com.pl.
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CTI integration TRX call recorders with Kenwood NXDN

2.2 Channels monitoring

Recorder’s channels status is presented right after the Monitoring module is
launched. It can be read out directly from the channel list.

If there is a call being recorded on the particular channel, the icon represent-
ing the channel on the list will change its appearance. It will change from @ to @
(there will appear a red dot on the speaker symbol). Also, the duration of the re-
cording appears on the list. The numbers that identify Who and Whom to is calling
are presented too, if only recorder was able to obtain these data.

% Konsola 2 (Version: 2.7.46.1025) - [Recorder channels menitoring (tom - 172.16.0.72:7776)]

Console View Help

B (8 Logout | & Taskbar | &4 The recordings archive = List of available recorders

No. Channel name Duration Direction Who Whomto  Comment

D1 kanal 1

D2 kanal 2

D3 kanal 3

D kanal 4

D5 kanal 5

D kanal 6

D7 kanal 7

D3 kanal 8

[ B kanal 35 10 20 1

@25 Vi 2ss Calls being recorded: 1
Display for the recording (if available)
2 Enable |
[9 Disable I

(|
In arder to start the menitoring of the
particular channel, select the channel and
either dick the 'Enable’ button or double-dlick
upon the channel name.
The change of the channel to be manitored
shall be done in the same manner.
[] Automatic gain control
@ All recorder's channels
) Only physical channels
©) Only virtual channels
) Only recerding channels
Press Fl to get help. Version: 27461025 Account: Administrator programu Konsola 2 NUM

In order to enable monitoring a call on selected recorder’s channel you should
double click on the channel name or press the Enable button on the right side of
the Monitoring module window. After a short time required for audio buffers to
fulfill, the current conversation from the selected channel will be heard in the PC
workstation sound system.

It is possible to simultaneously monitor the same or different channels of the re-
corder by several users logged on different workstations.

All operations mentioned above are independent of the recording process on
the recorder and do not affect its operation.
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Chapter 2: Handling of TRX KSRC call recorder

2.3 Playback

The Playback function provide browsing, filtering and playback of calls
stored in TRX recorder’s on your local PC workstation. The window furthermore
allows for saving selected recordings either in common (wav or mp3) or TRX

proprietary (tra3) archive format.

To play Kenwood NEXEDGE calls stored on TRX recorder’s HDD you need

USB dong

le hardware key.

% Konsola 2 (Version: 2.7.47 1112) - [Playback of recordings (tom - 172.16.0.72:7776)] =N
4] Conscle View Help BEE
[& Loson [B) Logout | & Taskbar | &4 The recordings archive = List of available recorders T
@ 8 . 3@ g .
Channels All Filtering Settings
Index  Channelnumber  Date &timefrom  Timeto Length Direction Calling Called KeyID CipherType  Comment e
3 4930 255 2013-10-2811:55:30  11:55:45 15 B 0 20 1
33 493 255 2013-10-2811:59:24  11:59:33 9 B 0 2 1
3 203 255 2013-10-2811:58:39  11:59:40 18 0 2 1 unencrypted call
%5 4933 255 2013-10-2811:59:55  12:00:03 8 B 0 2 1
4934 255 2013-10-2816:04:48  16:04:53 5 B 0 2 101 00 E
33 2935 255 2013-10-2816:04:58  16:05:04 6 B O pil 1 0 oo call with scramble encryption
3} 493 255 2013-10-2816:05:30  16:05:33 38 0 21 101 00
3 93 255 2013-10-3014:29117  14:29:18 18 0 il 1
3} a9 255 2013-10-30 143111 14:31:36 5B 0 2 101 01
3 493 255 2013-10-30 143148 143213 3 B0 2 10 00
33 4940 255 2013-10-3014:3228  14:3316 48 B 0 2 101 00
3 asn 255 2013-10-30 14:5L57 145205 8B 0 20 1
3 a2 255 2013-10-30 145221 14:52:29 8 B O 20 10 00 32767
3 a9 255 2013-10-30 145234 145245 1o 2 10 00 32167
33 som 255 2013-10-30 14:54:115  14:54:21 6 B O 20 a1 0 00 32767
3 a5 255 2013-10-3111:18:42  11:19:58 16 B O 1 20 0 00 32767
33 4046 255 2013-10-31 143943 14:39:55 12 B 0 1 20 o 00 32767
3 a7 255 2013-10-31 144732 144735 30 20 101 00
3} 2048 255 2013-10-3114:48:36  14:48:40 480 1 0 a 00 32167
3 4049 255 2013-10-31 144950 14:49:51 18 0 20 101 00
33 4950 255 2013-10-31 14:50:37  14:50:39 28 0 pil 0 a 00
3 4051 255 2013-10-31 14:51:06  14:51:12 6 B 0 1 20 0 00 32767
32 952 255 2013-10-31 145118 14:51:24 6 B 0 1 20 0 00 32167 -
Number of recordings: 1036 Average recordings length: 5 Total length of recordings: 1h 28m 385
Press F1 to get help. Version: 27471112 Account: Administrator programu Konsola 2 NUM

If you want to play calls with scramble encryption you should enter the cipher key
additionally.

Enter the key

Enter the key

[] Show characters while entering

The separate Player window provides additional facilities during the playback.

Player - 13:32:56.3

0000 _apm »

U

H‘@!’N L N R r——

VX

Cilg

Begin: | 00:24,140

End: | 00:32.868

Size: | 00:08.728

- _

¥ [channel: virt 255

|codec: —

4 [Index: 4940 Date: 2013-10-30 14:32:28 [Who: 21
[Time: 28.3 13:32:56.3 [Whom to: 1 Show on list

i Index  Protocol  Decoded phone number  Date and time of the recording  Time in the record...

Analyser mode of work  Sensitivity

[ save to recorder
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For example is possible to playback or save to external file whole or a select-
ed part of the recording.
The top slider indicates the part-listening position relating to the entire call dura-
tion, slider also enables playback the call from the marked point of time. The left
bottom slider allows adjusting the speed of playback process (in the range -50% ...
+50%). Position of this slider is remembered for all played recordings.

TRX TRX Serwis
ul. Garibaldiego 4 ul. Migdzyborska 48
04-078 Warszawa 04-041 Warszawa

POLAND POLAND

tel. +48 22 871 33 33 tel. +48 22 870 63 33
fax +48 22 871 57 30 tel. +48 22 871 33 34
biuro@trx.com.pl serwis@trx.com.pl
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